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YTto Takoe AByXdaKTOpHas DAANDT
ayTeHTUduKkauuma (2FA) )

AsyxdakropHaa ayreHTudukauua (2FA) - 1o
OYHKLUMUSA NOATBEPXKOEHMS BXOOA A1 AKKAYHTOB

BKoHTakTe




[Lns yero oHa HyxHa? & i

Ilns pONONHUTENbHOM 3aLMTbl AKKAYHTOB NOMb30BaTeNnen counanbHon cetn «BKoHTakTe»

Kakue pucku, ecnm He noakniouy 2FA? ®

Ecan y Bcex apMUHUCTPATOPOB COOOLLECTBA He OYAeT NoaK/IYeHa ABYyXdakTopHas ayTeHTUdMKaLMS,
TO:

meICOK PUCK,YTO HE3ALLINLLEHHDbIE aKKAaYyHTbl MOT'YT ObITb B3/10MaHbl. Toraa 3/1O0YMbIWNEHHUKHN NOAYyYHaT
AOCTYyMN He TOJ1IbKO K IMYHbIM AaHHbIM aAMUHNUCTPATOPOB, HO U K YNMpaBJIEHUIO rocnabankom

rocnabnuk Henb3a 6ynet BepndunuMpoBaTb MK NOAYYUTb OTMETKY, MOATBEPXKAAMOLLYO CTaTyC
coobOLwecTBa
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Kak paboTtaet 2FA

[ByxdaKkTopHag ayTeHTUPMKauma paboTaeT No NPUHLUMNY «ABYX 3aMKOB»
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[1pn BXOo4e B CBOM aKKaAyHT [locne BaM Ha cMapT¢OH
Bbl BBOAUTE Naposb NpUAET KoA NOATBEPXKAEHUNA™
(3TO NepBbIK 3aMOK) (BTOpOM 3aMOK)

*Kopa, yHMKanbHbIN, OH AEUCTBYET OAMH pa3
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Kak noakniountb 2FA

X @D

naBHas
MoaTBeEpXaeHue Bxoaa

JnyHble AaHHble 3awyaeT Ball aKkayHT OT 3/10yMbILWNEHHUKOB

BesonacHoCTb 1 BXoa Mogpo6Hee

VK Pay: kapTbl 1 nnatexm
MopTeepxaeHue no SMS

Mognucku (0 Te 0Bblit KOA U3 SMS

CepBuCbI 1 caTbl
MpunoxeHue ans ayTeHTUUKaLUn

MonyuyaitTe koAbl 6€3 NOAKOYEHUSA K CeTH
KoHpuaeHumnanbHoCcTb Ycnosus HacTtpoutb

A3bIK: pycckumn
BoccTaHoBnenue goctyna

@ PesepBHble Koabl

@ Maponu npunoxxexunin

JloBepeHHble ycTponcTBa

Ypanutb AOBEpeHHbIe yCTpOI;ICTBa

[NoaknounTtb 2FA MOXHO B HACTpoMKax, B NyHkTe «lloaTeep)xaeHune Bxopgar». B pasgene «lloateepxxaeHue

no SMS» Bbl nogkntoyaete 2FA. Nocne 31oro, BaM 6yaet NpMxoauTb KOA, NOATBEPKAEHUS



Kyaa ¥ Kak npupeTt Koa NoATBEePXAEeHUS bl

[locne BBOAA NNOTMHA U naponagd CUMCTeEMa 6y,EI,ET
3anpawinBaTb KOA4 nNoaATBeEpP>XXAEHUA, KOTOprVI
MOXHO MOJ1y4YnTb:

* JIMYHbIM coobuleHneM oT ADMUHUCTPaL MK
BKoHTakTe;

3anomuuTs Gpayaep

i push-onoseLueHmeM Ha 3KpadH NMpMUBA3aHHOIO [pyrute cnocobbl NOATBEPXAEHNS:
CMaqu)OHa; + Ornpasuts SMS ¢ KOQAOM NOBTOPHO

. BBQAMTG pesepsuuﬁ KOL noaTeepxXxaeHua
e C noMolLubto 6ecnnatHoro SMS unm 3BoHKa-

cbpoca Ha NPUBA3aHHbIN HOMEP;

Ecnn nonyynTb Kog H1M OAHUM U3 ITUX cnocoboB HEBO3MOXHO, BBEANTE 3dpdHEE COXpaHéHHbIVI
p63€pBHbIl71 KOA4 noarBep>XaeHn4d



[Ae HauTU pe3epBHbie KOAbI? b e

MoaTeepxaeHune no SMS
OpHopasosblie Koabl U3 SMS

@ v/ BK/o4YeHo

@ MpunoxeHue ana reHepaumm Kogos
KO,ELbI n3 NPpUNoXXeHus b6e3 nogKNnr4YeHns K cetu
Mogkno4ynTb

B H a CTpO I‘/’I Ka X, B nyH KTe (( I_I Oﬂ'TBe p)‘l‘(ﬂe H I/I e MopTBepXKaeHMe BXO4a 3aliMLLAET Ball akKayHT OT 3/10yMblLeHHUKOB. MNogpobHee

BXO/a» Bbl HanaeTe pasnen «Pe3epBHble

Monyyunocb N1 y Bac pelunTb 3agady, C KOTOPOW Bbl
v, 2
KO,U,b| » npuxoaunn B NN4YHbIn KabuHet VK ID?

Monyuunocb Het

BoccTaHoBneHue gocTtyna

@ PesepBHble koapl

4) Naponu npunoxeHmii




[Ae HauTU pe3epBHbie KOAbI? b e

Pe3epBHble KOabl NO3BONAIOT NOATBEPAUTL BXom 6e3 aocTtyna K
TenedoHy, HanpumMep, B NyTeLLEeCTBUMN.

Y Bac 6yaet 10 kogoB. KaxabiM KOJOM MOXHO BOCNOJIb30BaTbCA TOJIbKO OAMH pas. PacnevaraiTe ux,

ybepute B HagEXHOe MeCTo U UCMONb3YITe, Koraa notTpebyercs.



Cuctema 3anoMHMT Ball 6pay3ep i) ED

Mposepka 6e3onacHocTH

Y7066 NOATBEPANTD, 4TO Bbl LEACTBMTENDHO RBNSETECH BNAASNbUEM CTPaHKULUDb, NOXaNyMCTa,
BBEAMTE KOA NOATBEPXAEHUA 13 SMS, OTNPaBNeHHOIro Ha HOMEp +7 *** *** ** 87,

Beeaure xon

Ornpaswure

3anomuuTL Gpayaep

Apyrue cnocobul NOATBEPXAGHMS:
+ OrnpasuTts SMS ¢ KOAOM NOBTOPHO
« BeenwTe pe3epeHbili KO NOATBEPXAEHUR
+ OTnpasuTh 338BKY Ha BOCCTaHOBNEHWE QOCTYNa

[Tocne TOro Kak Bbl BBeAETE KOA NOATBEPXKAEHUS, CUCTEMA 3aNOMHMT Ball 6paysep. 3TO 3HAUUT, UTO
BBOAUTb B HEM KOMOMHAUMIO B CNeayLWwmui pa3 He NnoHagobutcs. Ecnu 310 He Balle YCTPOMCTBO, TO

nepen aBTopu3aumen HYXXKHO CHATb Falovky C NyHKTa «3anoMHUTb Bpaysep»



Kak g1 y3Hato, UTO MOM aKKayHT DHARGT
XOTAT B3/1IOMaTb?

O A

~ MNpow3eeneHa nonbiTka BXoAA
| B Baw akkayHT yepe3 Chrome,
Poccus.

Ecnu KTO-TO nonbiTaeTcs 3aiTh B Ball Npodusb, Bbl MOAYyYnTE 06 3TOM OMOBELLEHME.

B naHHOM cUTyaLMM pEKOMEHOYETCS CNYyCTa BPEMS CMEHUTb NapoJib



Yro BaXKHO 3HaTb nepen
noaknwoyeHmneMm 2FA

K BaweMy npoduno  OOMKHbl  BbITb
NPMBSA3aHbl aKTyanbHbid e-mail u TenedoH,
a TaKxe 3arpy>eHol HacTosLlue

doTorpadum.

B npodpune OonkHbl ObiTb  YKa3aHbl

HacTosLWwme UM N GamMuIns

DUAAQT
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Yro BaXKHO 3HaTb nepen e ?
noaknwyeHuem 2FA

Ecnu Ha cTpaHuue HeT Bawux goTorpadun, Ha
KOTOPbIX XOPOLIO BUAHO JINL,0, TO CNeumasncTbl
BKoHTakTe He cMOryT uaeHTMpUUMpPOBaTb BaC KakK
BNaLeNbLa akKKayHTa M NOMOYb BEPHYTb AOCTYM,

eC/IM YTO-TO M3 NEPBOro NMyHKTa NOMAET He TakK

Ecnn HeT xenanus BbiknaapiBath hoTorpacdum B OTKPbITLIM AOCTYM, Bbl BCErAA MOXETE Pa3MeCTUTb UX B CKPbITbIX afbbOMax (pexnm pefakTMpoBaHus anbboMa: «KTo MoxeT npocMaTpmBaTh 3TOT
anbbom?» — «Tonbko g»). CTouT TaKKe AaTb anbOOMy COOTBETCTBYHOLLEE HA3BAHME, HANPUMEP «ITO 9.



[Mpumep npaBunbHO . -
o(popMJIEHHOro Nnpoduns

e Hactosawee ¢poTO NOAb30BaTENS

MapuHa KpacHoBa ~

CEO couuanbHoit cet BKoHTakTe

. 3 a rl On H e H H bl I7I rl poq) Mn b ‘ ' @ CankT-Tetepbypr ¢ CM6MY Metpa Benukoro (M... @ MoppobHee

(3 ®oto &y Knunbl % HoBbiii npodunb
Y3HaiiTe, 4TO U3MeHUnoch B npodune

* Hacroqawme paMmunma n nms

Mopnucuunkn 4 739

" @ HWKTO 13 Bawwux apy3eit He
noanucaH

Wapig 2 K 8 : Moanucku 53

MokasaTb Bce
BECTMU
D @ MNocnepHue HoBocTM B Poccumn u ...




P —

[lpumep HenpaBUIbLHO -
odopmMaeHHOro npoduns

MoTtorpadus ns dunbma

damununs n ums MEPCOHAXa U3

XyA0>XXeCTBEHHOIO Npon3seneHuna i OcTan BeHaep

[lpodunb He 3anonHeH

[1lpodunb BbIrNAANT KaK (enKOBbIN
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[lpumep HenpaBUIbHO e &
o(popMJIEHHOro Nnpoduns

* [lpopunb He oTHOCKUTCSH

K NMOJIb30BAdTENHO

e [lpopunb BbIrNAAUT KaK PENKOBbIN

ApMuHMcTpauums r.o. “M”




y 4
DUAAOT
f

NMoMHuUTE

Moaknountb 2FA 3TO NSTb MUHYT BalLEro BPeMEHM.

BepHyTb COOOLLECTBO Y 3/10YMbILLIEHHUKOB 3TO AHM U
Henenu.

[OTOBbI N1 Bbl TPATUTb IULLHEE BPEMS, CUlbl U HEPBbI?
PewaTtb Bam!




